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1. Hazuauenue

Hacrosimiee TexHudyeckne TpeOOBaHHUS K OKOHEUHOMY oOopymoBanmio FTTB mis
npoBeleHusl 3aKkynouHbix mnpoueayp (mamee — TT) coxepxkutr wuHPOpManuoo o
(GYHKIIMOHATBHBIX U TEXHUYECKUX TPEOOBAHMSIX K JIMHEWKE OKOHEYHOTO 000pYAOBAHUS JIJIs
npenoctaBienus yciayr cBsizu [IAO «Poctenexom», 0a3upyromuxcss Ha CETH IMepeaaydu

naHHbIX OO1iecTBa, B TOM YHUCIIE YCIYT LIMPOKOIMOJIOCHOrO Aoctyna B MHTepHeT, ycinyru

IPTV.

2. O01HMe MoJI0KeHus

2.1 O0aacTh NpUMeEHEHUsI

Hacrosimee TT o0s3aTenbHBl IS WCIOJIHEHWS BCEMH  TOJpa3/ieieHUSIMHU
KoprnopatuBHOro I1eHTpa, MPOU3BOIAIIMMU 3aKyNKy OKOHEYHOTO OOOPYIOBaHHS IO
MOTPeOHOCTH MacCOBOT'O CETMEHTA.

[IpuMeHeHne NaHHOTO JOKYMEHTa B MaKpOPErHOHAIBHBIX/PErHOHANBHBIX (UIuazax

O6mmectBa - «/[1s nHpOpMaATTUNY.

2.2 HopMaTuBHbIE CCHLIKHU

B nansbix TT ncronb30BaHbl CCHUIKY Ha CIEAYIOLINE HOPMATHBHbIE IOKYMEHTHI:

e [Ipouenypa yIIpaBJICHUSA BHYTpPEHHEN HOPMAaTUBHOMN JOKyMEHTalueu
I[TAO «Pocrtenekomy;

e Meroauka 10  OGOPMJICHHIO  BHYTPEHHHUX  HOPMAaTHUBHBIX  JIOKYMEHTOB
I[TAO «Pocrtenekomy;

e HMHucTpykums no aenonpousBogcTBy B ITAO «Pocrenexomy;

e ['noccapuii TepmuHoB u onpenenenuii [IAO «Poctenekomy;

e [Iponenypa ynpasinenus 3anucsmu B [IAO «Poctenekomy;


https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=10010
https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=10010
https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=9568
https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=9568
https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=10325
https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=9567
https://my.rt.ru/vnd_stg/Docs_Test/Forms/DispForm.aspx?ID=8294
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2.3 TepmuHbl, onipeieIeHUsI U COKPAIIEHUs

Jlns neneit TT B HEM UCTIONB3YIOTCSI TEPMUHBI M COKPAILEHHUS, OIIPEICIICHHBIC B

['moccapuu TepmunoB u onpenenenuid [IAO «PocTtenekom», a Takke ClaeayroLue:

ALG Application-level gateway «IILTIO3 MPUKJIAIHOTO YPOBHS»;
ANSI American National Standards AMEpUKaHCKHI HAITMOHATBHBIN HHCTUTYT
Institute CTaH/IapTOB,;
ARP Address Resolution Protocol [TpoToKOJI pa3perieHus aIpecos;
BRAS Broadband Remote Access Server | CepBep MIUPOKOIOIOCHOTO YAaJICHHOTO
JOCTYTIA,
CHAP Challenge Handshake AJITOPUTM MPOBEPKH MO UTMHHOCTH;
Authentication Protocol
CoS Class of service Knacc cepBuca (kaHaabHBII YPOBCHB);
CPE Customer premises equipment AbGoHeHTckoe 000pyI0BaHUE,
CWMP CPE WAN Management Protocol, | IIpotokon yrnpaBieHus: aOOHEHTCKHM
cm. TR-069 o0opynoBaHUEeM 4yepe3 TI00aTbHYIO CETh;
DHCP Dynamic host configuration [TpoTOKOI TUHAMHYECKOTO KOH(UTYPHPOBAHHUS
protocol CETEeBBIX YCTPOUCTB;
DLNA Digital Living Network Alliance CranaapT, TO3BOJISIOIINA COBMECTUMBIM
YCTPOWCTBAM TepeaBaTh U MPUHUMATD T10
JIOMAIITHEW CETHU PA3JIMYHbIA MEANA-KOHTEHT
(1300paxkeHus1, My3bIKy, BUAEO), a TAKKE
0TOOpaXaTh €ro B PeXKUME PEaTbHOTO
BPCMCHH;
DNS Domain name system CucreMa JOMEHHBIX UMEH,
DSCP Differentiated Services Code Point | Touka xona nuddepeHIMPOBaHHBIX YCIYT) -

3TO moJje B 3arojioBke |IP makera, koTopoe



http://ru.wikipedia.org/wiki/%D0%A1%D0%BE%D0%B2%D0%BC%D0%B5%D1%81%D1%82%D0%B8%D0%BC%D0%BE%D1%81%D1%82%D1%8C
http://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BC%D0%B5%D0%B4%D0%B8%D0%B0
http://ru.wikipedia.org/wiki/IP
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HCIIOJIB3YCTCA B LCIIAX KJ'IaCCI/I(l)I/IKaLII/II/I

nepenaBaeMoi HHGOpMaIuu;

Ethernet | - CeMelicTBO TEXHOJIOTMI MaKETHOM nepeaadn
JAHHBIX COTJIACHO CTaHaapTaM cemeiicTBa |IEEE
802.3;

FE - | Fast Ethernet duznyeckuit uaTepdeiic 100MoOuT/C coriracHo
cnenndukanusm cemerictea |IEEE 802.3;

GE - | Gigabit Ethernet dusnyeckuit uaTepdeiic 1 I'6ut/c cormacuo
cnenudukanusm cemerictea |IEEE 802.3;

HTTP |- | Hyper Text Transfer Protocol «IPOTOKOJ MEepeaun TUTIEPTEKCTaY —
IPOTOKOJT MTPHKJIATHOTO YPOBHSI IepeIavn
JaHHBIX (M3HAYAJBHO - B BHJIC THIIEPTEKCTOBBIX
JIOKYMEHTOB);

HTTPS | - | Hypertext Transfer Protocol Secure | Pacuupenue nporokosia HTTP,
noJiiepkuBaroniee mudposanue. [lanHbie,
nepenasaemMsle 1o nporokony HTTPS,
«YTaKOBBIBAIOTCS» B KPUTITOTPaPUICCKUI
npotokos SSL unm TLS, Tem cambim
oOecreyrBaeTCs 3alUTa TUX JTAHHBIX;

ID - | Identifier Wnentudukarop;

IEEE - | Institute of Electrical and MHCTUTYT HHXKEHEPOB 10 3JICKTPOTEXHUKE U

Electronics Engineers AIIEKTPOHUKE;

IGMP - | Internet group management [IpoTokosn ynpaBiieHUsI MHOTOAJIPECHOM

protocol (multicast) nepenaueit nanubIx B IP ceTsx;

IP - | Internet protocol [IpoToko nepesaun TaHHBIX CETEBOTO YPOBHS;

IPoE - | IP over Ethernet [Tepenava IP moBepx Ethernet;



http://ru.wikipedia.org/wiki/%D0%93%D0%B8%D0%BF%D0%B5%D1%80%D1%82%D0%B5%D0%BA%D1%81%D1%82
http://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
http://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
http://ru.wikipedia.org/wiki/HTTP
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http://ru.wikipedia.org/wiki/TLS
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IPTV - | IP Television TeneBu3nOHHOE BEIIaHUE C UCMOIB30BAHIEM
nportokoda |P;
ITU - | International Telecommunication MesxTyHapOHBIN CO03 SJIEKTPOCBSI3H;
Union
LAN - | Local Area Network JlokanpHas BEIYUCIIUTEIBHAS CETh,
MAC - | Media Access Control KouTpoas nocTymna k cpeae;
MDI - | Medium Dependent Interface WuTepdeiic 3aBucAmuii oT mepeIaroIiei cpeapl
MDIX | - | Medium Dependent Interface with | Marepdetic, 3aBucsInuii OT epeaaroIIc
Crossover Cpebl C MMePEKPECTHBIM COCTUHCHUEM
MVR - | Multicast VLAN Registration OyHKIMS perucTpanuu (BKIIOUEHHUs) TIopTa
y3na cetd B MC-VLAN;
NAT - | Network address translation TpaHcsALus CETEBBIX aPECOB;
PAT - | Port address translation TexHoOrHs TPAHCIISIITUN CETEBOTO ajpeca B
3aBucumoctu or TCP/UDP-nopra nonyuarens;
PC - | Personal computer [IepcoHaBHBIN KOMIIBIOTED;
PPPoE | - | Point-to-Point Protocol over [TpoTokos coeIMHEHHSI TOYKA-TOYKA Yepe3 CETh
Ethernet Ethernet;
PVC - | Permanent Virtual Circuit [TocTOSIHHBIN BUPTYaIbHBIA KaHAI;
RFC - | Request for Comments «3asiBKa Ha 00CYXJIEHUE» - TOKYMEHT U3 CepUu
IPOHYMEPOBAHHBIX HH()OPMAITHOHHBIX
JIOKyMeHTOB MIHTepHETa, CoMepIKaIIuX
TEXHUYECKHE CIICIU(PUKAIIMN U CTAHIaPTHI,
IIMPOKO MIPUMEHSEMbIC BO BCEMUPHOM CETH
RJ-45 | - | Registered jack Pa3zbem RJ-45, kak npaBuiio, HCIOIb3YHOTCS
JUTSl COEIMHEHUS Pa3IMYHbIX ceTeBbIX |P
YCTPOUCTB B KOMITBIOTEPHBIX CETSAX;
RTP - | Real-time Transport Protocol [IpoToko:a nepenayn peasbHOTO BPEMEHH;



http://ru.wikipedia.org/wiki/%D0%9C%D0%B5%D0%B6%D0%B4%D1%83%D0%BD%D0%B0%D1%80%D0%BE%D0%B4%D0%BD%D1%8B%D0%B9_%D1%81%D0%BE%D1%8E%D0%B7_%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D0%B8
http://en.wikipedia.org/wiki/Virtual_circuit#Permanent_and_switched_virtual_circuits_in_ATM.2C_frame_relay.2C_and_X.25
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RTSP - | Real Time Streaming Protocol [ToTOKOBBIN IPOTOKOJ PEATbHOTO BPEMEHH,
HpeHA3HAYCHHBIN [T HCTIOIb30BaHMsI B
cucTemax, paboTaroMX ¢ MyJIbTUMEINA
JAHHBIMH, ¥ TTO3BOJISIIOIIMMI KIIMEHTY YIAIEHHO
YIIPaBIATH MOTOKOM JIaHHBIX C CEpBepa;

SLA - | Service Level Agreement CoranieHue o KauecTBe 00CITy)KUBAHHUS;

SSID - | Service Set Identifier WneHTrdukaTop 30HbI 00CTYKUBAHUS;

STB - | Set-top-box [IpucraBka gexoep ISt PEeIOCTABICHHS
JOCTYyTIa K YCIAYyTe TEIICBU3NOHHOTO BEIAHMS C
WCIIOJIb30BaHUEM TIpoTokona IP;

S- - | Service VLAN VLAN Ha cepBuc;

VLAN

TCP - | Transmission Control Protocol [Iporokon ynpaiieHus nepeaayei;

ToS - | Type of service Tumn cepBuca (ceTeBoOi ypOBEHb);

TR-069 | - | Technical Report 069-CWMP (CPE | Texauueckas crienupuKanus

WAN Management Protocol). BroadbandForum, omuceiBarorias mpoToKoJ
yIpaBiieHUs: A00OHEHTCKUM 000pYyI0BaHUEM
yepes3 r00albHYIO CETh;

UDP - | User Datagram Protocol [IpoTokon nerrarpamMm moab30BaTEN;

UPNnP - | Universal Plug and Play Habop ceTeBbIX MPOTOKOIIOB, MyOIHMKYEMBIX
¢dopymom UPnP. Ilens UPnP —
YHUBEpCAIbHAs aBTOMAaTHYECKasi HACTPOUKa
CETEBBIX YCTPOWCTB KaK IOMa, TaK U B
KOpPIIOPATUBHOM CpeeE;

USB - | Universal Serial Bus «yHHMBEpCaJbHas MOCCA0BATC/IbHAS IIIHHAY,

MocJe10BaTeNbHbINA nHTepdelic nepegadn

JaHHBIX OJIs1 CPCAHCCKOPOCTHBIX U



http://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BC%D0%B5%D0%B4%D0%B8%D0%B0
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HU3KOCKOPOCTHBIX NEepU(EpUiHBIX yCTPOUCTB

B BBIYMCIIUTEIILHON TEXHUKE,

VLAN | - | Virtual Local Access Network BupTtyanbnas nokanbHas CETh,

VoD - | Video on Demand Buaeo o tpeboBanmio (3ampocy);

WAN - | Wide Area Network ['moGanbHast KOMIBIOTEPHAS CETh;

WEB - | World Wide Web Pacripenienennas cucrema, mpeaoCTaBIIAOMIAs
JOCTYII K CBSI3aHHBIM MEXKIY COOOM
JOKYMEHTaM, PacIIOIOKEHHBIM Ha Pa3INdHbIX
KOMIIbIOTEpaXx, MOJKIIOUYCHHBIX K IHTepHETY;

Wi-Fi - | TexHonorust 6eCIPOBOIHOM TIEpeaun TaHHBIX ONMKUChIBaEMasi Ceprel CTaH1apTOB

802.11

3. TpeboBanus K PyHKIHOHAILHOCTH OKOHEYHOr0 000PYy/A0BAHHS

3.1 OOmmue TpedoBaHuUs

CyTb TEXHOJIOTMH COCTOMT B HCIOJb30BAHMM ONTOBOJOKOHHOTO Kabessi, KOTOpBIN
IIPOKJIAJBIBACTCA K MHOIOKBAPTUPHBIM JIOMAaM JI0 YCTAHOBJIEHHBIX B IIOJbE3HAX
KOMMYTATOpoB joctyna. OT HUX B KBapTUPHl aOOHEHTOB INPOJIOKEH Kabelb, B TOM YHCIIe
MenHbiil. Cern, noctpoeHHsle no TexHosnorun FTTB, coOTBETCTBYIOT COBpEMEHHBIM
TpeOOBaHHUAM K CKOPOCTH H HAJAEKHOCTH M TMO3BOJIAIOT TOJNy4YaTh COBPEMEHHBIC

TCIICKOMMYHUKAIIUOHHEBIC YCIIYTU B HI/I(i)pOBOM Ka4yeCTBEC.

3.2 HuTepdeiicnl
YcTpoiicTBO 10KHO OBITH 000PYI0BAaHO HHTEPdEiicaMu:

e 1 mopr WAN 10/100/1000 Base-T ¢ aBTOMaTU4eCKUM OTPEIEICHHEM MOISIPHOCTH
MDI/MDIX (RJ-45);

e He menee 2 (nByx) moptoB LAN 10/100/1000 Base-T ¢ aBTomMaTHYECKUM
omnpenenenueM nospaocta MDI/MDIX (RJ-45);

e becnpooansiii uatepderic Wi-Fi (2.4 I'T1y/5.0 I'T, 802.11b\g\n\ac);
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3.3 TpebdoBaHus K MPOU3BOAUTEIbLHOCTH
YcTpoicTBO NOKHO 00ecneyrBaTh ClIeYIOIINe HOPMATUBBI MO MPOU3BOAUTEILHOCTH
(c yueToM BeImosHeHus 11. 3.6.1 mo MunumansHoMy KonndectBy ceccuit NAT/NAPT):
3.3.1 Cxopocts mapmpytuzanuu WAN <-> LAN: ne menee 300 Mourt/c;
3.3.2 Cxopoctb kommyTaniuu LAN <-> LAN: Ha CKOPOCTH TOJIKIIIOUEHUS;
3.3.3 Cxopocts mapmpytuzanuu WAN <-> WLAN 2.4 I'Tu: e menee 90 Mout/c;
3.3.4 Cxopocts mapmpytuzanun WAN <-> WLAN 5.0 I'Tu: e menee 200 M6ut/c;
3.3.5IIpn makcumansHOU yrrmmszamuu WAN mopra (BHE 3aBUCUMOCTH OT TUNA Tpaduka u
KOJIMUECTBA CECCHi, HO He Ooyiee 3HaueHuWs I. 3.6.1) Multicast oOpabaTriBaeTcs B

IMPUOPUTCTC, HC BbI3bIBAA NCKAKCHUA I/1306pa)KeHI/IH TB KapTUHKH.

3.4 TpeooBanus nis noproB Ethernet LAN/WAN
Bce nopthl ycTpoiicTBa TOJKHBI YAOBIETBOPSITH CIEAYIOIIUM TPEOOBAHUSIM:
3.4.1 802.3 Ethernet;
3.4.2 802.3u Fast Ethernet;
3.4.3 802.3ab Gigabit Ethernet;
3.4.4 802.1p, 802.1q —1o 8mu VLAN 01HOBpEMEHHO;
3.4.5 Tlonnepxka Native VLAN (mipuem u nepenada tpaduka 6e3 metox) Ha WAN mopty B
pexume 802.1q;
3.4.6 MAC Ttabnuia, He MEHee YeM Ha 64 3amucu;

3.4.7 MakcumanbHbIi oaep:kuBaeMblii pazmep kajapa Ethernet 1522 Gaiir.

3.5 OOmue pyHKIUOHAIbHBIE TPEOOBAHUS

3.5.1 OpnoBpemeHHass TOAJEpP)KKA HECKOJbKUX THUIOB coeauHeHud Ha omaHom WAN
uHTepQeiice ¥ B OJTHON TPyMIIE;

3.5.2 Tlognepxxka He MeHee 4xX |IP coeqrHEHMIA ¢ pa3HBIMU THITAMH TTOAKITIOYCHIS;

3.5.3 Tlognepxka npotokonos ayrentudukanuu PAP u CHAP pis PPPOE;

3.5.4 Pabota B pexxuMe MapuIpyTU3aTopa (CTaTuaecKas MapIpyTH3aIus);
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3.5.5 Tomuepxka npo3paunoro mocta WAN/VLAN-LAN (WAN/VLAN-LAN transparent
bridging) mis HEKOTOPBIX TPYIII IOPTOB;

3.5.6 CgsssiBanue moptoB WAN/LAN (WAN/LAN port mapping);

3.5.7 Kommyrarus nakeroB mexay xoctamu LAN;

3.5.8 IPv6 u IPv4 dual stack nna nmoaknrouenuit PPPOE u IPOE;

3.5.9 RFC 3633 — IPv6 prefix options for DHCPVG;

3.5.10 RFC 3315 — DHCPVG6;

3.5.11 RFC 4862 — SLAAC;

3.5.12 Source based routing — maprpyTH3alus Mo BXoasA1eMy HHTepQeiicy (OMIMOHAIBHO);

3.5.13 DNS Client/Server/Relay;

3.5.14 DNS v6;

3.5.15 RFC 1305 — NTP u/unu RFC 4330 — SNTP;

3.5.16 OtrcyrcTBHe KECTKOM MpUB3KH (Ha annapatHoM ypoBHe) LAN unrepdeiicoB k Tunam
MOJIKJIFOYaeMbIX K HUM YCTPONCTB/cepBUCOB (T.€. K M00biM LAN mopram MoxeT ObITh
noaxmoueH [P tenedon, STB nnu koMnbroTep U B TH00BIX KOMOMHALIMSIX);

3.5.17 Tloanepxxka RFC 4638 — aBromatnueckoe coritacobaane MTU/MRU B PPPoE.

3.5.18 RFC 826 — ARP;

3.5.19 RFC 791 — ICMP;

3.6 NAT

3.6.1 RFC 3022 - NAT/NAPT, ue menee 600 ceccuii;

3.6.2 Tlognmepxxka Reverse NAT,

3.6.3 Iloanepxxka UPNP C BOo3MOXHOCTBIO MpoOpoca mopTa AJis YAAJEHHOTO YIpaBiIeHUS
STB;

3.6.4 Tlognepxxka UPNP momkHa ocymecTBIAThCS TOIbKO co cTopoHsl LAN mopTos;

3.6.5 Tlomgnepxka DMZ,

3.6.6 Tlommepxkka port mapping/port forwarding ¢ BO3MOXHOCTBIO YIpaBJICHUS Yepe3
CWMP;
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3.6.7

3.7

3.7.1
3.7.2
3.7.3

3.7.4

VYnpaieHue TpaHcIsanuen aapecoB Ha kaxaoM IP untepdeiice.

DHCP

RFC 2131, 2132, 3315 — DHCP-server/client;

DHCPv6, RFC 3769 IPv6 prefix delegation;

IMognepxka ommuit DHCP: 1, 3, 6, 15, 28, 33, 42, 43, 53, 54, 60, 121, 249 nna
ABTOMATHYECKOTO MOJIYICHHSI KOH(PUTYPAIIMOHHBIX [TapaMETPOB;

Otoopaxenue B Web untepdeiice cnrcka nonkmoueHabix DHCP kiveHToB 1 THITa

uHTepdeiica MoAKIIOYEHHS.

3.8 Multicast

3.8.1
3.8.2
3.8.3
3.8.4
3.8.5

MVR na LAN untepdeiicax;

IGMPV2, V3 na LAN unrepdoeiicax;

IGMP Snooping;

IGMP Proxy, ¢ Bo3M0OXHOCTBIO BKJIIOUEHHS J1I00bIX |P nHTEpdeiicax;

[Takersr IGMP nomxubel mepenaBathesi Ha WAN uHTepdeiic 6e3 HMHKANCyIsSIuu

PPPOE c source IP agpecom 0.0.0.0 (TR-101).

3.9 Be3omacHoOCTD

3.9.1
3.9.2
3.9.3
3.94
3.95

Ounptpanus no MAC-anpecam (BHYyTpeHHsAA 0a3a He MeHee ueM Ha 64 aapeca);
Orpannuenne HemzpecTHOTO Unicast/Multicast/Broadcast Tpadguka (oniuoHaibHO);
OunpTpanus HeusBecTHOro Unicast/Multicast Tpaduka;

[Momnepxka PAT ¢ ALG ms nmpotokosioB RTSP (VoD), FTP;

BosmoxHocTh co3nanus ciimckoB noctymna (ACL) ¢ ¢punbTpanueli makeToB Ha OCHOBE
HoMmepa mpoTokona/mons «Next Header» B 3aromoBke I[Pv4/6 makera, mopTta

TpaHcmopTHOro ypoBHs, [P-aapeca ncrounnka / nasnauenus, MAC-aapeca;
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3.9.6 [omxen moanepxuBathest GyHKIIMOHAT MexkceTeBoro dkpana (Firewall) s [Pvo. B

3.9.7

3.9.8

3.9.9

koH(puryparuu no ymondanuto IPv6 makets, moctymaronme ¢ WAN unTepdetica,
JOJKHBL OBITH OTOPOILIEHBI, KpOME Ciy4as, KOrjJa OHH OTHOCSTCS K CEeCCHH,
MHULMUPOBAHHOM cO cTOpOHBI JoKaibHOU ceT (LAN/WLAN);

B03MOXHOCTh HCIIONIB30BaHUSI CHHCKOB JIOCTyNla Ha BceX uHTepdeicax B
HaIIpaBJICHUSX [IPUEM U IIepeava;

B03MOXXHOCTh HCHOJIB30BaHUS CIHUCKOB JAOCTYIA JUisl OrpaHUYEHUs JOCTyIla K
uHTepdeiicam ympasnenust (BeO-untepdeiic, telnet, CWMP) mapmpytuzatopa Ha
ocHoBanuu [Pv4/6 anpeca ununuaropa ceccun ynpasinenus (source IP);

Hoctyn no telnet qomkeH ObITH BO3MOKEH TOJIBKO VISl HHKEHEPHOW YUETHON 3aIuich
“superadmin” (B KOHQUTypaluu Mo ymolldaHuio telnet MOoKeH OBITh BBIKIIIOYEH.

BrxuroueHne BO3MOXHO TOJIBKO € TIpaBaMu yu€THOM 3amucu superadmin);

3.9.10 3aBojackoil mapoab sl HHXKEHEPHOUM yueTHOH 3amucu "superadmin": maposs JOJKEH

ObITh YHHKAQJIbHBIM JUIS KaXXJOrO YCTPONCTBA M CBSI3aH C CEPUIHBIM HOMEPOM
HeoOpaTumoil QyHkiued. MuHUManbHas AnuHa napois 16 cuMBOJIOB. 3aBOJCKOM

napojb ObITh YKa3aH B JJOKYMEHTaxX Ha IMOCTaBKY yCTPOMCTBA.

3.9.11 Kouduryparus o yMOJI4aHUIO JODKHA YAOBIECTBOPSTH CIEAYIOIIUM TPEOOBAHUSM

e Ha WAN unrepdeiice 10MKHBI ObITh OTKPBITHI CIEAYIOLINE TTOPTHI:
o TR-069 CWMP TCP/7547
o DHCPV4 Client UDP/68;
o DHCPv6 Client UDP/546;
e Ha wunrepdeiicax nokampHoit cetu (LAN/WLAN)  nmomxHBI
MPOCITYIIMBATH MOPTHI CIAEAYIOIINE MTPOLECCHI:
o HTTP cepsep Be6G-untepdeiica (TCP/80);
o DHCP cepsep (UDP/67);
o DNS cepsep (UDP/53, TCP/53);
o UPnP ciyx6a (UDP/1900).

3.9.12 CPE nomxHa oTtOpaceiBaTh [IPV6 makeTsl ¢ multicast agpecom B mose source address;
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3.9.13 CPE nmomxna orOpaceiBath I[Pv6 makersr ¢ multicast agpecom B mose destination
address nepecwutaembie u3 LAN B HanpaBiennn WAN;

3.9.14 CPE nmomxna orOpacsiBath IPV6 makersr ¢ Extension Header Routing Header Type 0
nl;

3.9.15 CPE nmomxna otbpackiBath IPv6 makersl nepecburaembie u3 LAN B ctopony WAN
eciu B mose source address ycranoBieH IPv6 aapec ornuusblii OT mnpedukca

BeLanHoro nmo DHCPv6-PD.

3.10 TpeooBanusi k untepdeiicy Wi-Fi

becnipoBonnoit natepderic Wi-Fi gomkeH yoBIETBOPATE CISAYIONIIM TPEOOBAHUSIM:
3.10.1 IMomnepxka 802.11b/g/n B 2.41'Tw;

3.10.2 Tlonnepsxka 802.11a/n/ac B 5.0l T'x;

3.10.3 IMoxneprxka Explicit/Implicit Beamforming nns 802.11ac;

3.10.4 Tlognepxka Implicit/Beamforming mist 802.11n (ommuoHansHO);

3.10.5 MIMO 2x2, ve menee 135 MoOuT/c Ha Kaxayro anTeHHy B 2.4 ['T'1;

3.10.6 MIMO2x2, ne menee 433 M6uT/c Ha Kaxkyto anTeHHy B 5.0 ['Ty;

3.10.7 BerpoeHHbIe WM BHEUTHUE aHTEHHBI,

3.10.8 IMoanepxkka He MeHee 4X SSID ¢ BO3MOXHOCTBIO pa3IMYHBIX CXEM aBTOPHU3AIUH;
3.10.9 Tlognepxkxka MIMO na 802.11 ac B 5.0l T'1;

3.10.10 [pusszka SSID k ogromy mubo pazasim WAN/VLAN;

3.10.11 Orpanuvenue ckopocTu ais kaxmaoro SSID;

3.10.12 N3onsanus 6ecipoBOAHBIX KIHUEHTOB B ogHOM SSID;

3.10.13 MMognepxxka WEP, WPA2, WPA2-PSK ¢ mmdppoBanuem TKIP u AES;

3.10.14 Tlonnepxka WPS PBC miis nByx nuana3oHOB;

3.10.15 Bo3moxkHOCTH BKITtOUeHUs/OTKIIIoueHus: nHTepdeiica Wi-Fi uepes web-unrepdeiic;
3.10.16 YmpaBneHue KOJIUUECTBOM KIHEHTOB Ha KaxxaoMm SSID;

3.10.17 YupaBieHre MOITHOCTHIO TIEpeIaTINKa,
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3.10.18 ABToMaTnyeckoe ympaBieHHE KaHamamMu. llpu cTapre yCTPOWCTBO JOKHO
BHIOMPATh KaHaJ C HAUMEHbIIeH naTepdepeniueii Ha ocHoBanuu RSSI;

3.10.19 Tloanepxkka 802.11e (WMM). Bo3MoxHOCTh ympaBisaTh HacTpoiikamu IEEE
802.11¢;

3.10.20 Hactpoiika Tuma mnpeaMOyibl, 4acTOThl BelnaHus beacon-dperima, Short Guard
Interval, mmpunsl kanana (20, 40, 20/40 MI'u ans nuamazona 2.4 I'T u 20, 40, 80
20/40/80 MI't st nmanazona SI'T');

3.10.21 Wi-Fi-pagap: ¢ otoOpakeHreM B HHTEepdeiice Bcex OECIPOBOIHBIX TOUEK JOCTYyIIA B
muana3oHax 2.4 I'Tuu 5.0 I'T';

3.10.22 IToaneprxka He MeHee 15 0 JHOBPEMEHHBIX MOIKITFOUCHHIA;

3.10.23 Ympasnenue 6ecripoBOAHBIME MOAKII0UeHHsIME 110 T R-069.
4. O6mme TpeOOBaHUSA K YCTPOMCTBY

4.1 TpeGoBaHMs K 3JIeKTPONUTAHUIO

e Hanpsoxenne muranus 100-220B (IT'OCT 13109) ¢ wacroToii 50 (£5%) I't. Biiok muranus
OBA3ATEJIbHO ¢ ¢pyHKIMOHANBHOCTBIO 3a1IUThl A00HEHTCKOTO YCTPOMCTBA OT CKauKOB
MIEPEMEHHOI0 HaIpsbKeHHs B 3iiekTpocetu 220B, myTreM NMpUMEHEHUS CIIIa)KUBAarOLIUX
¢unbTpoB. JlaHHAsT QYHKIIMOHAIBLHOCTh O0OPYIOBAaHUS JOJIKHA OBITH JOKYMEHTaJIbHO
MOJATBEPKACHA MPOTOKOJIOM COOTBETCTBHUA. Pasbem ansi aganTepa MUTaHUS U Pa3beM
BUJIKH JTOJKHBI OBITH TOTO K€ IBeTa (KPacHbIH, YepHBINA, OPaHKEBBIH);

e biok nuTaHus A0KEH OBITH MOMEX03AIUIIEH U MTOXKapoOe30MaceH;

e Kopnyc BIl momken ObITh BBIMONHEH U3 TuiacTuka ABS, 6€3 MOCTOPOHHHMX 3armaxos.
Pasmepst BIT nomkuer cootBeTcTBoBaTh CEE 7/16 (EUroplug);

e bBII nomxen yaepkuBatbcs B pO3ETKE U HE BbINAAaTh U3 Hee Npu nepeBopaurBaHuu. [Ipu
nokaunBanuu bII He mpoucxomut oTkimroueHnil. bl 1omxeH BbIIEpKUBATh NAJCHHUE C

BBICOTHI 1M Ha 10JI, 00JIMIIOBAaHHBIN KEPaMUYECKON TITUTKOM;
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e Cpeanuil cpok ciykObl YCTPOICTBA IOHKHO OBITH HE MeHee 7 JieT (TapaHTUPOBAHHOE
BpeMsI J)KU3HU allllapaTHON 4acTH YCTPOMCTBA U OJIOKa MUTAHUsA);

e Temneparypa Ha BepXHEU IMIOCKOCTH a0OHEHTCKOTO YCTPOICTBa, BHE 3aBUCUMOCTU OT
TUMa pa3menieHus, He Boie +48C npu temneparype B nomenieHun +25C u pabote c
TOJIHOW Harpy3Kowu;

e OtcyrcTBUE B a0OHEHTCKOM YCTPOMCTBE AaKTHUBHBIX YCTPOMCTB MNPUHYIUTEIHHOTO
OXJaKJeHUs (BEHTHIATOPOB);

e JlnmnHa xaOens muTaHus He MeHee 1,5 Mm;

e BrixogHOe HaNpspKEHHE HE JOJKHO OTIMYAThCs Oosee yeM Ha 5% OT HOMHHAJIBHOTO
3HA4YEHMS KaK IPH IMOJIHOM HArpys3Ke, Tak U Ipu XX;

e VYpOBEHb BBICOKOUACTOTHBIX IMYJIbCALUNA HA BBIXOJE (IBOMHAS aMIUIUTY/1a, U3MEPEHHAs B
nosioce yactoT 10 20 MI'ty) He 6omnee 200 MB npu nonHo# Harpyske;

e 3ammuTa OT KOPOTKOTO 3aMblkaHUsi Ha BbIXoJe BII ¢ BoccTaHOBiIeHHMEM HOpPMAabHOM
pabotsl BII npu ycrpanenun K3;

e JlomyCTUMBII YpPOBEHb PAJAMOINIOMEX, CO3/aBaeMbIii OJIOKOM JOJKEH YJIOBIETBOPSTH

tpeboBarusm ['OCT P 51318.14.1 (CUCIIP 14-1-93).

d. TexHu4eckne TpeOOBAHUSA K XPAHEHUIO H IKCILTyaTAllMU
5.1.1. PaGouas remnepatypa: ot 0° 10 48°C;
5.1.2. Temmneparypa xpanenus: ot -20° 1o 70°C;
5.1.3. PaGouas BiaxxHoCTh: 0T 5% 110 90%, 6e3 0Opa3oBaHMs KOHCHCATA;
5.1.4. DnexkrpomaruutHas coBMecTuMocTh: CE;

5.1.5. OtcyTcTBHE OIIYTUMOTO 3BYKOBOTO M3JyUYCHHS YyCTPONUCTBA B MpOIlecce padOThI.
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5.2. OTKa30yCTOHYHBOCTH
5.2.1. MTBF (Mean Time Between Failure, cpemnee BpeMs HapaOOTKM Ha OTKa3)
OTIEpAIMOHHON CUCTEMBI JOJIKHO OBITh HE MeHbIle 1 roaa (T.e. yCTpOHCTBO JOIKHO
HYXJIaThCs B Tiepe3arpy3ke He 0osiee 4eM OJIMH pa3 B roj);
5.2.2. TIpoomKUTENBHOCTD KU3HU YCTPOMCTBA TOKHA OBITH HE MEHBIIIE CEMH JIET;
5.2.3. Cpennee BpeMs HApaOOTKHM HAa OTKAa3 YCTPOHCTBA JOHKHO OBITH HE MeHee 2 JIET;

5.2.4. Bo3MOXHOCTH BO3BpaTa Mojib30BaTesieM KOH(PHUTypaluy K 3aBOJICKOM.

6. TpebOoBaHusi K ynpaB/jieHUI0 a00HEHTCKUM 000py10BaHHEM

6.1.1. Ympasnenue npu nomoru Bed uutepdeiica u TR-069;

6.1.2. [lns ympaBieHus uepe3 BeO-wHTEpdEiCc MODKHO OOecredYnBaThCS JBa YPOBHS
MIPUBUJIETUH MTOJIB30BATENICH C pa3HBIM HAOOPOM CTpaHull. MaTpuIla J0CTymna y4eTHBIX
3anMcel JoJKHa cOOTBeTCTBOBaTh Tabuie Tabnuma 1:

Ta6muma 1 - Matpuna gocryna k Beo-untepdeiicy CPE:

Kon¢gurypannonnas Y4yerHas 3alUCh | YYeTHasd 3aluch Ccylnep-
eIMHUIA noab3oBatess (admin) M0JIb30BaTeJIf (super-
admin)

Nudopmanus o6

ycrpoiictse - S/N,

[TpocmoTp, BO3MOKHOCTH [TpocmoTp, BO3MOKHOCTH
Mogens, Bepcus

obHoBnenus 110 ob6HoBnenus [10
wtatgopmel u Io,
KOHTPOJIbHASI CyMMa.

CoxpaHeHue, 3KCopT U CoxpaHeHue, 3KCopT U

UMIOPT KOHPUTYpaLUU UMIOPT KOH(PUTYpALUU
Kondurypanus

YCTPOUCTBA. DKCIIOPT yCTPOUCTBA. DKCIOPT
yCTpPOHCTBA

BO3MOJKEH B JIBYX BO3MOKEH B MU(POBAHHOM

BapHaHTax: WK HelU(POBAHHOM
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- LM POBAHHBIN (aiin
KoHpurypauu. Conepx ur
BCE HACTPOMKH, UMIIOPT
BOCCTAHOBHUT BCE YCIIYTH;

- HemdpoBaHHbIA. He
COJIEP’KUT KOH(UTYpauu
VoIP. Umniopt HE
BOCCTAHOBHT YCIYTY

TenedoHUN.

BapuaHTax, (aiia CoaepKUT

BCE HACTPOMKH.

WAN nopt

ITIpocMoOTp cocTossHUS U

CTaTUCTHKHA

[IpocMoTp cocTosaHUS U

CTaTUCTHKHU

Cepsuca uTepner
(TONBKO MPU3HAK
MHTEpHET U KOorja
tenedonus u/mu TR

paborarot yepe3 DG)

[IpocmoTp ¥ U3MeHEHUE

[IpocmoTp ¥ U3MEHEHUE

CepBuc TenedoHuu u
TeneOHHbBIE TTOPTOB
(TONBKO ecu ecTh
MpU3HAK TeJaePOHus Ha

WAN coeanHeHunn)

Tosbko mpocMOTp

COCTOSAHUS 1 HOMEpPA

IIpocMOTp 1 M3MEHEHHUE

Cepsuc TR069 (Tosbko
eciu ecth npusHak TR069

Ha WAN coearHeHHUH )

Tonbko nmpocMoTp

COCTOsAAHUA

IIpocMOTp M n3MEHEHUE

Cepauc Telnet

He orobpaxaercs

BximroueHue/oTKIIIOUEHHE,

aBTOpHU3anus

Igmp proxy

IIpocMOTp M n3MEeHEHNE

[IpocMOTp 1 n3MEeHEHNE
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I'pynnimpoBka WAN
[IpocmoTp 1 u3MeHeHue [IpocmoTp 1 n3MeHEHue
uHTepdericoB
IIpocMOTp 1 n3MeHEHNE
Hactporiku NTP [IpocmoTp HacTpoek
BCEX HACTPOEK
Hactpoiiku ARP IIpocmoTp kema IIpocmoTp kema

Hactpoiiku nokanpHOTO

DHCP

[TpocmoTtp IP/MAC
uH(pOpMaLIMK, HACTPOHKa
cratnueckux DHCP

IIPUBA30K

[Tpocmotp IP/MAC
uH(pOpMaLIMH, HACTPOHKa
cratnueckux DHCP

IIPUBA30K

Cocrosuue Wi-Fi

[Tonueiii, mapons WiFi
CKPBIT, HO €0 MOKHO

MOCMOTPETh

[Tonuerii, mapons WiFi
CKPBIT, HO €0 MOKHO

MOCMOTPETh

Hactpoiiku LAN nopros

[IpocmoTp ¥ U3MEHEHUE

[IpocmoTp ¥ U3MEHEHUE

HacTtpoiiku uckimoueHui

NAT

[IpocmoTp ¥ U3MEHEHUE

[IpocmoTp ¥ U3MEHEHUE

[Tpo6poc moptoB NAT,
DMZ, ALG

[IpocmoTp ¥ U3MEHEHUE

[IpocmoTp ¥ U3MEHEHUE

Hactpoiiku Firewall [Pv4

IIpocMOTp 1 n3MEHEHUE

IIpocMOTp 1 M3MEeHEHUE

Hactpoiiku Firewall IPv6

IIpocmoTp 1 n3MeEHEHHE.

OTKJIIOYEHHE HE BO3MOXKHO

IIpocMOTp 1 U3MEHEHHUE

Mapmpyrusanus

IIpocMoTp Tekymei
TaOIUIBI MAPIIPYTH3ALUH
1 100aBJICHHE CTaTHYCCKUX
mapuipytoB (IPv4/IPv6).
Hactpolika nuHamMmuyeckon
Mapupyrusanuu. [pu

ATOM, UHTEPPEICHI C

IIpocmoTp Tekymen
TaOJIUIIBI MAPIIPYTU3AINH
U 100aBJIeHHE CTATUYECKUX
mapuipytoB (IPv4/IPv6).
Hactpolika nuHamMuyeckon

MapIIpyTHU3AIHIH.
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npusHakom TR-69 u IP
TenedOHUN HEe MOT'YT OBITh
Y4aCThIO HACTPANBAEMBIX
CTAaTHYECKUX MapIIPYTOB U
UCTIOJIh30BAThCS B
JTUHAMUYECKUX MTPOTOKOIAX
MapIipyTH3auu (He
0TOOpakaroTCs B CIIUCKE
npeIaracMbIX U BBIIACTCS
omuOKa, ecnu next-hop

HAXOIUTCS 3a MOJIO00HBIM

uHTepdeiicom)
@unbTpanus no MAC

IIpocmoTp 1 n3mMeHeHne IIpocmoTp n n3meHeHne
anpecam LAN/WLAN
Ponurensckuii koHTpoas | [IpocmoTp n n3menenune IIpocmoTp n n3meHeHune
Hactpoiiku UPnP Ha IIpocMOTp M n3MEHEHUE IIpocMOTp M n3MeHEHUE

LAN/WLAN

TOJIBKO CO cTOpoHbI LAN TOJIBKO cO cTOpoHbI LAN

Cwmena napods

CMmeHa cOOCTBEHHOTO
CMmeHa JTr00BIX maposieit

napoJis
CereBble HHCTPYMEHTHI
(ping, ping6, traceroute, OTtobOpaxaercs OTtobOpaxaercs
traceroute6,)
Jlpyrue HHCTPYMEHTHI

He orobpaxaercs Otobpaxaercs

nebara (mirror)

Crartuctuueckas

uHdopMaIus

[IpocMoTp 1 0OHYyNEHHE
Tonbko mpocMoTp 000
0001 UMEOIECS
CTaTHUCTUKU
CTaTUCTUKHU
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CucreMHBbI€ )KypHAJIbI ToJsbKO IpOCMOTP IIpocmoTp 1 ouncTKa

Hactpoiiku TR-069 He otoGpaxaetcs

[IpocMoTp, U3MEHEHUE

yepe3 cMmeny 110

[Taposns PPPOE n

TEKYIIMH Mapoiib web

He orobpaxaercs He otob6paxaercs

Macrep

aBTOKOH(UTYpaLUH

Hoctynen Hoctynen

6.1.3.

6.1.4.

6.1.5.

6.1.6.

6.1.7.

6.1.8.

6.1.9.

PacummpeHHbIii ¥ yNpoOIEHHBI MacTep IO HACTPOKe COEAMHEHHUS W MacTep
yCTpaHEHUs OIINOOK;

Be6-untepdeiic momkeH OBITH 3aIUIICH MapoJIeM;

BeO-untepdeiic nomkxen umerh KHOMKY Logout u Ttaiimep Oe3neilcTBusi, mocie
KOTOPOTO CECCHUsl YIPABJICHHUS aBTOMATHYECKH pa3pbIBaeTCs. 3HAUYCHUE TaiiMepa o
YMOJTYAHUIO JOJIKHO OBITh HE OoJiee 15 MUHYT;

Be6-unTepdeiic 1omKkeH UMETh MEXaHU3MBI 3aIIUTHl OT aBTOMAaTHYECKOTO repedbopa
JIOTUHA-TIAPOJIS;

BO3MOXHOCTb YITPABJICHUS JOCTYIIOM K YCTPOUCTBY cO cTOpOHBI WAN; BO3MOKHOCTh
ycranoBku ACL (IP/Port) nnst nocryna k untepdeiicam ynpasnenus CPE;
[Tonp30BaTeNlb yCTPOMCTBA JIOJDKEH WMETh BO3MOXKHOCTH M3MEHUTH Mapojb BeO
uHTEpdeiica caMOCTOSITENBHO;

TpeOGoBaHMs K MUHUMAJIBHOM JTHHE TIAPOJISE 8 3HAKOB, OJIMH M3 KOTOPBIX JIOJDKHA ObITH

mudpa u Oyksa. [IpoBepka BBOJUMOTO Napoisi JOKHA OBITH IPETyCMOTPEHA!

6.1.10. B Web-unrepdeiice npu u3MeHEHHH MaposIst y4E€THOM 3anucu admin.

6.1.11. TpeboBaHue K MNaApOII0 JOJKHO OTOOpa)kaThbCsi B MEHIO H3MEHEHUS YUYETHBIX

JIAaHHBIX;

6.1.12. B ciyudae, ecau maposib MOJIb30BATENs HE COOTBETCTBYET KPUTEPUAM O€30MaCHOCTH,

Web-unTepdec BEIBOIUT HHPOPMAIMOHHOE OKHO ¢ MH(POPMAIIHOHHOM COOOIIEHUE O
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HEKOPPEKTHOM JUIMHE NapoJisi ¥ MOBTOPHBIM MpHUIJIalieHueM il BBoga. KonnuecTBo
MOBTOPHBIX BBOJIOB HE OTPaHUYEHO;

6.1.13. ITlonp3oBaTenb YCTPOWCTBA JIOJDKEH HMMETh BO3MOXHOCTh W3MEHHUTH Mapoiib
ocHOBHOM Wi-F1 ceT caMoCTOSITEIILHO;

6.1.14. ITapomm nns moakitoueHus kK MHTEepHeT, maposb A BeO-mHTEpdeiica U mapoyu
6e3omacHoctu SSID n0JKHBI XpaHUTHCA B 3alIM(POBAHHOM BUJIE U HE OTOOpaKaThCst
B UcxoHOM Kozie Web cTpanuiibr;

6.1.15. Tlognepkka cTaTHYECKUX MapuIpyToB, nepemaBaeMbix uepe3 DHCP ommum, mms
coenunenusi ¢ ACS cepBepom;

6.1.16. Haznauenne ACS URL gepe3 DHCP Option 43;

6.1.17. CoxpaneHnne KOH(PHUTypaIH MIPH MEepe3arpy3Ke;

6.1.18. O6noBnenue 1O He TOMKHO MPUBOAUTH K MOTEPE TEKYIIEH KOHPUTYpaIIH;

6.1.19. YcrpoiicTBO TOKHO MMETh 3aIUTy OT OOHOBJIEHUS HENpeIHa3HAYEHHBIM WIIU
HekoppekTHbIM [10;

6.1.20. BebG-unTtepdeiic Ha pyCCKOM SI3bIKE;

6.1.21. OGHOBIEHHUE MPOIIMBKH, COXpaHEHHUE / 3arpy3ka KOH(HUTypaIrimoHHOTro ¢aiiia depe3
BeO-uHTEpdeiic;

6.1.22. Be6-unrepdeiic gomkeH ObITh aocTyneH u3 cetd LAN mo JoMeHHOMY UMEHU
http://RT/,

6.1.23. Bo3M0XxHOCTH BO3BpaTa MoJib30BaTeIeM KOH(MUTYPAIIH POyTepa K 3aBOJICKON uepes
BeO-uHTEepdelic, MO0 HaKaTHEM CIEIUATBHONW KHOIIKH,

6.1.24. Nunukarus (MUTarOIIUHN ¢ ONIPEICHHOM YaCTOTON CBETOIMO/), IO KOTOPOU MOKHO
BU3YaJIbHO OIPENEIUTh COCTOSIHUE YCTPOUCTBA;

6.1.25. TR-069;

6.1.26. TR-098;

6.1.27. TR-104;

6.1.28. TR-143;

6.1.29. TR-181 Issue 2;
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6.1.30. Marepdetic B3ammoneicTBus Mexay poyrepoM u  Cucremoir VY aaleHHOTO
VYnpaBieHus AODKEH COOTBETCTBOBATH 00s3aTelIbHBIM TpeOOBaHUSM IMPOTOKOIA
CWMP cornacno pekomenmanuu BroadBandForumTR-069;

6.1.31. VmpaBneHue rpymnmnaMyd MOPTOB JOJDKHO BBIMONHATHCS 1O mpoTokory CWMP
cornacHo pexkomeHaanusm TR-098;

6.1.32. ITlpenocraBieHue CTATUCTHKY MO cYéTunkam uHTEepdericoB yepe3 TR-069;

6.1.33. Bremmoanenue tect miana ATP-069;

6.1.34. JlomkHa OBITh BO3MOKHOCTH paboTh! KireHTa TR-069 na mo0six [P naTepdeiicax ¢
BO3MOXHOCTBIO aBTOMAaTUYECKOTO HA3HAYEHUS WM PYYHOU KOHPUTYpALIHEi;

6.1.35. Mapmpytu3zaTop J10JKeH obecrieunBath padoTy ceccuii yrpasieHuss CWMP Tonpko
yepe3 paspeleHHble nHTepdeiicel. BozMoxxHOCTh nHTEpdEiica o0cay)uBath Tpaduk
TR-69 moxet ObiTh HacTpoeHa yepe3 CWMP. Ecnu untepdeiic BbIgeeH TOIBKO IS
pabotel CWMP, nosnbs3oBarensckuil Tpaduk, a Takxke Tpapuk APYruX KOMIOHEHTOB
MapIipyTu3aTopa He TIOJDKEH UCTIONB30BaTh JaHHBIM HHTEpQEIiC;

6.1.36. URL ACS ckoudurypupoBas B HacTpoiikax no ymonuanuio (http://acs.rt.ru);

6.1.37. JloikHa oOecreuynBaThCcsl BO3MOXKHOCTh Micnosib3oBanus HTTPS (SSLv3/TLS 1.2)
(3a uckimoveHueM ceancon nepegauu [10);

6.1.38. JlomkHa oOecnieunBaThCsl BO3MOXKHOCTB 3arpy3ku SSL/TLS cepruduxatos;

6.1.39. O6opynoBanue He nomxHO noanep:;kuBath HNAP (Home Network Administration
Protocol) wimu 10mKHO UMETh BO3MOKHOCTH OTKITFOUEHUS JaHHOTO (DYHKIIMOHAA,

6.1.40. VYnanenHoe ynpasieHHe OOHOBJICHHEM TPOIINBKH C CEPBEPA;

6.1.41. Tlepenaya yBeIOMJICHUM CHCTEMBI BO BpeMsi OOHOBJICHUS MPOIITNUBKH;

6.1.42. JIBa ypoBHS NMpPUBHJIETUH MOJIB30BATENEH C pa3HbIM HabopoM cTpanull. HacTpoiiku
VoIP/QoS/ACS u noctyn mo Telnet momKHBI OBITH JOCTYMHBI TOJBKO HW3-TIOJ
WH)XKCHEPHOTO MCHIO «CYTIEPaIMUHY;

6.1.43. OOHOBIEHUE, COXpaHEHHE W 3arpy3ka KOH(PHUIYpalMOHHBIX (ailloB M MPOIIMBKU
(firmware) o npotokony HTTP;

6.1.44. IlpousBoautens [10 momkeH obecieynTh KOHOUTYPALUIO «II0 YMOTYAHHIO;
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6.1.45. Tlognep>kka pe3epBHOTO XpaHEHUsI 00pa3a MPOIIUBKH U ITAPaMEeTPOB KOH(PUTYpaun
(Fault Tolerance Backup Copy) B sHEproHe3aBUCUMOM MaMSITH,
6.1.46. MexaHH3M aBTOMaTH4YECKOTO BOCCTAaHOBJICHHUS PabOTOCIIOCOOHOCTH B ciiydae cOos
npu ooHoBieHuu I10;
6.1.47. JlomkeH moJepKUBAThCS MEXaHU3M MpoBepku oo6paza [10 no KoHTpOIBHOM cymMme
1 I POBOY TIOIICH TPOU3BOAUTEINS;
6.1.48. TpeGoBaHuUs K KOHTPOJILHON CyMMe:
e Jlns pacyeTra KOHTPOJIBHOW CYyMMBI HCITOJIB30BATh alITOPUTM MOJACUETA
KOHTPOJIBHOU CyMMBI TiepeMeHHOoH pa3psaHoctd MDS/CRC wnu 5KBUBaJICHT;
e KoHTponpHas cymma yHUKalbHas Ui Kaxoi Bepcuu [10, ecnu B mpormmBke
MEHSIETCS XOTS ObI OMH CUMBOJI BMECTE C HEil MEHSETCS] KOHTPOJIbHAS
CyMMa.
6.1.49. Koudurypauust yctpoiictBa B peaaktupyeMoMm plaintext ¢opmare, ¢
KPUTITOBAaHHBIMHU MAPOJISIMU (OTIIMOHAIBHO);
6.1.50. MukpementHoe  (dyacTuyHoe)  OOHOBIEHUE  KOHUTYypallMOHHOTO  (haiina
(onuMOHANIBHO);
6.1.51. Tlogmeprkka BO3MOXKHOCTEH JUIs OTJIAJIKK U TIOMCKA HeucnpaBHocTel: Syslog, debug,
remote syslog;
6.1.52. Tlognepkka  BO3MOXKHOCTM  JKYypHAJUPOBAaHUS U XpaHEHUS  JOTOB B
HHEPrOHE3aBUCUMON TAMSTH IO CICIYIOIIMM COOBITHSM:
e CoObITHSI yIauyHBIX MTOTIBITOK YAAJICHHOTO yIpaBieHus, BKirovas [P anpeca
ucTouHuka. JIor COOBITHS TOJKEH BKIIOUATh B CEOsI: 1aTy U BpeMsI MOMBITKH,
WMS TTOJIb30BaTelIsl, MPOTOKOJ focTyma (Beo, telnet, TR-69), uatepdetic
nonkioueHuss (WAN/LAN/WLAN). JlomkHO oGecrieunBaThCS XpaHEHUE HE
Menee 100 mociaeTHUX COOBITHIA;
e CoObITHsI U3MEHEHUS TTapoJiel yueTHbIX 3anuceil. Jlor coObITHS T0KEeH
BKJTIOYATH B c€0sI: ATy U BPEMs, UMsI YIETHOM 3aHMCH y KOTOPOU OBLI

U3MEHEH MapoJjib, UMs YYETHOU 3alKiCcH, M3MEHUBIIEH Mapoiib U uHTepdeiic
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n3meHenus (Bed/telnet/TR). HomxHo oOecrieunBaThCsl XpaHEHUE HE MEHEe
100 mocneaHux COOBITHIA;
e (CoOpniTus m3menenus HacTpoek MCO, ACL, NAT. Jlor coObITHS AOMKEH
COJIEpXKaTh JIaTy U BpeMsl U3MEHEHUs, TUIl u3MeHsemoro oonsekra (NAT, FW,
ACL), uMs I0JIb30BaTelsl, COBEPUIMBIIETO N3MEHEHHUE, TOJTHBIN CHHTAKCHUC
npaBujia mociie u3MeHeHus. J{omkHo oOecrieyuBaThCsi XpaHEHUE HE MEHEe
100 mocineHUX COOBITHI;
6.1.53. TloakmoueHue Kk ycrpoictBy o Wi-Fi 1o npeaHacTpOCHHBIM PEKBU3UTAM JIOCTYIIA;
6.1.54. B cmyuae, ecnu yCTpOHCTBO HE MOJIyYaeT ip-aipec WJIM HE MOXKET YCTaHOBUTH
PPPOE-coenunenne ¢ mepBoro pasza, yCTPONCTBO JOJIKHO MPOJOJIKAThH IBITATHCS
YCTaHOBUTH €r0o 6 pa3 ¢ mHTepBasoM 10 cekynn, 3atem 10 pa3 ¢ unTepBanom B 30
cekyHa. B ciywae ecnu mocie BceX MOMBITOK COCTUHEHUE HE OBbLIO YCTaHOBIIEHO,
MPOJIOJKATh MOMBITKY MOIKIIOYUTECS K CeTH | pa3 B 5 MUHYT;
6.1.55. Tpebyercs 3amomunath ID Ttekymeit ceccum PPPoOE, uto Ol mpu cnemyromeit
3arpy3ke CPE TepMuHHpoBaTh MPOILTYIO CECCUIO TIEPE] MHUIIMAIIMEH HOBOM CECCHM;
6.1.56. 3aBepmienue PPPoE ceccuu B cootBerctBuu ¢ RFC2516 mpu mepesarpyske uiu
W3MEHEHHH KOH(HUTypaluu, a TaKxke Mpy nepe3arpy3ke 1o nNuTaHuio;
6.1.57. 3aBepmenue IPoE ceccun B coorBerctBuuM ¢ RFC2131 mpu mepesarpyske uiu
W3MEHEHHH KOH(HUTypanuu;

6.1.58. Bce mapameTpsl JOKHBI UMETh BO3MOKHOCTh U3MeHeHHs uepe3 ACS.

7.  TpeOoBaHusi no ceprupuKaAnu A00OHEHTCKOro 000py10BaAHUSA U

rapaHTHH.

7.1.1. Bes mpoaykuus IOJDKHA MMETh JEHCTBYIOIUN CepTU(UKAT WIM JAEKIApaluio o
COOTBETCTBUHU B COOTBETCTBUH C JACHCTBYIOIIUM 3aKOHOIATENHCTBOM PD;
7.1.2. TapaHTUiHBIN IEPUO/ HA TIOCTABIIIEMOE 00OPYI0BaHNE JOIKEH COCTABIISATH HE MEHEE

24 Mecsi1eB ¢ JaThl MPUEMKHU-TIepeaul 000pyI0BaHNUS;
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7.1.3. lomxHa OBITP TNPEAyCMOTPEHAa BO3MOXKHOCTH 3aKJIIOYEHHUS JOroBOpa Ha

NOCTrapaHTUHHOE 00CITy)KUBaHUE.

8. TpeﬁoBaHnﬂ K IMPOU3BOANTE/II0 a00OHEHTCKOIo OﬁopyI[OBaHI/Iﬂ

8.1.1. IlpousBoguTenhr aOOHEHTCKOTO OOOPYMOBAaHHUS IOJKEH OOECTICUYHTh TEXHHYECKYIO
MOJIJIEPKKY HA PYCCKOM SI3bIKE, HATHMUKE Web-cailiTa TeXHHYECKOU MOIIePIKKH;

8.1.2. Ilpou3BoauTENb NTOKEH 00ECTIEUYNTh BO3MOKHOCTH MPEIHACTPONKH 000pymTOBaHUS
Ha 3aBojie 1o TpedoBanusiM OO6mecTBa Ui KOHKpeTHOr0o MP®;

8.1.3. IlpowsBomuTens JOKEH  OKa3blBaTh  TOJJACPKKY, BKJIIOYAs  PaCHIMpEHUE

(bYHKI_II/IOHEUIa B TE€UYCHHUE 5 JIET C MOMEHTA IMOCTaBKHU o60pyz[03aH1/1;1.

9. TpeGoBanus B 00J1acTH 00CTY:KMBAHUS A00HEHTCKOT0 000Py/10BaAHUS

JlononHuTenbHble  TpeOoBaHWUsS B obOmacth  oOCTy)XMBaHUSA  aOOHEHTCKOTO
000pyI0BaHMUS:
9.1.1. TIpenmocraBieHHe MOCTABIIMKOM TEXHUYECKOW MOACPKKHU, BKIrOUas jopabotky 10
B CJIy4ae, eciiu 3asBlieHHas QyHKIHOHAIBHOCTH [1O paboTaeT HEKOPPEKTHO;
9.1.2. TIpu HEOOXOIUMOCTH, BHECEHNE U3MEHEHUH B 3aBOJICKYIO KOH(UTYPAILIMIO POYTEPA;
9.1.3. OcymecTBiIeHHE OCTABITUKOM KOHCYJIBTHPOBAHUS COTPYIHUKOB OOIIECTBA;
9.1.4. TlpemocraBieHHE TMOCTAaBIIUKOM aOOHEHTCKOTO OOOpYJIOBaHHUS Ha  JTame
TECTUPOBaHUS O0OpymoBaHus OKouo 10 mMTykK Kakaod Monaenu abOHEHTCKOTO

000pyI0BaHUsI C TOCTABKOM 10 Kaxkaoro MPO®.

10. TpebGoBaHusi K COCTABY MOCTABJIAEMOI TOKYMEHTAIMU

10.1.1. TlocTaBIIMKOM JIOJDKHBI OBITH MPECTABICHBI JaHHBIC O MPeajiaraeMoi K MOCTaBKe
AKCIUTYaTallMOHHO-TEXHUYECKON JIOKYMEHTAIlMM Ha PYCCKOM S3bIKE B COCTaBe U
o0beMe JOCTaTOYHOM JJisi OCYIIECTBICHHUS MOHTa)Xa, BBOJAA B DKCIUTyaTalldi0 U
TEXHUYECKOr0 OO0CIYXMBaHUS (BKJIOUAss TEXHUYECKHUE OMUCAHUS, UHCTPYKLHH 10

AKCIUTyaTallkd OKOHEYHOro OOOpyAOBaHUs), THUIIOBbIE HACTPOUKHA OKOHEUYHOIO
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o0opylnoBaHusl i1 OpTraHM3allUd TpeaoCcTaBieHus ycayr kiueHtam [1IAO
«Pocrenexom», OKOHEUHOTO 000PYAOBaHMUS;

10.1.2. I[OKYMQHT&I_[I/IH Ha PYCCKOM A3bIKC JOJIDKHA ITOCTABJIATHCA B 3JICKTPOHHOM BHIC.

11. TpeGoBaHHus K KOHTPOJIbHO-U3MEPUTEIbHOM anmaparype

11.1.1. TlocTaBmIMK JOJDKEH TMPEJOCTaBUTh PEKOMEHIOBAHHBIH CIHUCOK IPHUOOPOB,
HEOOXOAMMBIX JJIsl TPOBEACHHUS HOPMAIBHOM JKCIUTyaTalmud O0OPYIOBaHUS
(Jroxanm3anu HEMCIPABHOCTEH M MX yCTpaHEHUSs, a TaKKe MPOBEPKU COOTBETCTBUS
apaMeTpoOB YCTAaHOBICHHBIM HOPMaM);

11.1.2. 3aka3uuk pemaeT BONPOC O IENecO00pPa3HOCTH MPUOOPETEHUST MPUOOPOB IS
JKCIUTyaTalMOHHBIX wenedl y IlocraBmimka okoHeuyHOro oOOpyJaoOBaHHs, JHOO
HEMOCPEJICTBEHHO Y (UPM-TIOCTABUIMKOB H3MEPUTEIBHOTO OOOpYyIOBaHMUS Ha
OCHOBAHHMH aHAJIM3a TEXHUYECKUX W CTOMMOCTHBIX JAHHBIX. 3aKa3uuK MPOU3BOJIUT
3aKyIKy U3MEPHUTEIBHBIX TPUOOPOB TSI TEXHUYECKOH IKCIUTyaTalluy MO OTACITbHBIM
KOHTpPAKTaMm;

11.1.3. KoHTpolIbHOE ¥ U3MEPHUTEIBHOE OO0OPYJOBaHHUE, HCIOJIb3yeMOe TIPH IYCKO-
HaJaIOYHbIX paboTax, MOKHO TmocTaBiuaThest [loctaBmmkom. KouTponsHOE U
M3MEpHUTEIbHOE O000pyZOBaHUE JODKHO OBITh  YKOMIUIEKTOBAHO IIHYPAMH,
MEPEXOJHUKAMU W TIPUCIIOCOOTCHHUSIMU  JUIsl TOJKIIIOUEHUS K HCIBITYyEeMOMY
000pyI0BaHHUIO;

11.1.4. Tlpuemo-CIaTOYHBIC WCHBITAHUS JTOJKHBI TPOM3BOJIUTHCS C HCIOJIB30BAHUEM
npubopoB, uMeronmMx ceprudukar o6 yTBepkaeHun Tuna loccranmapra PO,
CBUJICTENILCTBA O TMOBEpKE JIMOO KamuOpOBOUHbIE CepTU(UKATHI, BbIJAHHBIC

AKKPCAUTOBAHHBIMU MCTPOJIOTHYCCKUMHU Ha60paTOpI/I${MI/I.

12. TpeOoBaHus K Y4eOHO-TPEHUPOBOYHBIM CPeICTBAM

12.1.1. Tlo TpeboBanuto 3akazunka [locTaBmuK OpraHN30BLIBAET U MMPOBOIUT 0a30BBIN KypC

IIOATOTOBKH CIICHHAJINCTOB 3aka3umka B y‘Ie6HI>IX HCHTpax ITocTaBmuka /M
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3aka3zunka. ba3zoBelil Kypc MOATOTOBKHM JOJKEH OXBAThIBATh 00ydeHHE MO pabdoTam
(MOHTax, HacTpoiika, skcrryaranus, uHctausuus I10) co Bcem TpeOyembiM
obopyIoBaHHEM H TpUOOpaMHu;

12.1.2. B TeXHUKO-KOMMEPYECKOM TMpeMIoKeHnr [lOCTaBIIMK TOJDKEH TPECTaBUTh
1oipoOHbIE TPOrPaMMBbI KypCOB 00YUEHHS CIIEIIMATNCTOB, BKJIIOYas 00ydeHune paboTe
C ammaparypoil, a TakKe TE€ acCleKThl, KOTOpbIE CBSI3aHBI C OOCITY)KHBaHUEM
anmaparyphbl, COrJIacoBaTh UX ¢ 3aKa3UMKOM JI0 MOAMUCAHUS KOHTPAKTA;

12.1.3. KoHTpOJbHBIN KOMIUICKT Y4€OHBIX MaTepHaIoB JODKCH OBITh MEepeaH HE MO3THES
JIBYX MECSIIEB /10 Hayasa y4eOsbl;

12.1.4. TlocTaBmMK BHa4ajle 00y4YeHHUs JOJDKEH 00ECTICUNTh KaXIOTO CIYIIATe sl THIHBIM
KOMILUIEKTOM Y4Y€OHOM JOKyMEHTallMM Ha Oymare ¥ MarHUTHBIX (MJIU ONTUYECKHUX )
HOCHTEIISIX Ha PYCCKOM SI3BIKE;

12.1.5. TlocTaBImIMK MOJKEH MPEJOCTaBUTh 3aKa3dMKy KOMHUIO YYEOHOrO MpPOrpamMMHOTO
oOecrieyeHus W TMPaBO (JUIEH3UIO) HAa €ro HUCIOJIb30BaHHE B YYEOHOM IIEHTpE
3aka3zuymKa IS MOBBINICHUS KBATH(PUKAIIUNA CBOUX CIICIIUATUCTOB;

12.1.6. IlocTaBImIMK JOJDKEH MPEIOCTaBUTh 3aKa3uuKy MPEIIOKEHNE O CTOUMOCTH KYpPCOB

oOydeHus, BKIIIOYas y4eOHYIO JOKYMEHTAIIUIO Ha PYCCKOM SI3BIKE.

13. TpeOoBaHuUsl K HCTILITAHUAM

13.1.1. TloctaBmk OOOpYyAOBaHUS [IOJDKEH TMPOWUTH JabOpaTOpHBIE UCIBITAaHUS IO
TECTUPOBAHUIO O0OPYOBAHUS B COOTBETCTBUU C TUIIOBOM MPOTPaMMON U METOTUKOM
ucnbitanug (IIMU) ¢ nenbto aemMoHcTpanuu 3aka3yuKy TOTO, YTO IOCTABJICHHOE
000py/I0BaHWE YCTAHOBJICHO U (PYHKIIMOHUPYET B COOTBETCTBUU C TEXHMUECKUMU
TpeboBanusmu. Hcnonb3oBanue tunoBoit [IMU sBnsercss 3a10roM BBIIOJHEHHS
MIPUHIIMAIIA COONTIOACHUS OJMHAKOBBIX YCIOBUM MPOBECHUS TECTUPOBAHUS TSI BCEX

MPETEHICHTOB Ha MOCTaBKY 00OPYIOBaHMS;
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13.1.2. Ilepex npoBeaeHnEM JaOOPATOPHBIX MCIBITAHUN BCEM MPETEHACHTAM Ha TOCTaBKY
obopynoBaHus OynyT ains oO3HakomileHus npenocraBieHsl [IMU u  rpadux
IPOBEIECHUS TECTUPOBAHUS 000PYIOBaHMS;

13.1.3. JIns mpoBeneHust 71a00paTOPHBIX HCIBITAHUNA BCE MPETEHICHTHI Ha TOCTaBKY
0o0OpyI0BaHMS JOJDKHBI TPENIOCTaBUTh 6 (I1€CTh) KOMIUIEKTOB KaXI0H MOenu
a0OHEHTCKOro 000py0BaHUs.

Anpec 10CTaBKH:

P®, 143969, r. PeyTos,
[Ip-T OGuneiinoi, 1. 29
JlazeeBy Pomany

13.1.4. JlabGopaTopHble WCHBITAHUS JTOJDKHBI MPOBOIUTHCS IPEICTaBUTENEM 3aKa3unka C
y4acTHEM MpEICTaBUTENCH NMPEeTeHJeHTa Ha IMOCTaBKy 00OpyaoBaHus. Pe3ynbTaThl
JOJDKHBl ~ OBITh  3apErHMCTPUPOBAHBI  MPOTOKOJIOM M 3aBEPEHBbl  MOAMHUCIMHU

OTBETCTBEHHBIX JIUI] C IByX CTOPOH — 3aka3uuka u [Iperennenra.

14. TpeOoBaHusi K YCJOBUSM TPAHCIOPTHPOBKH U XPaHEHUSI

He MNPpCOABABIIAIOTCA B CBA3U C TCM, YTO 3a JOCTABKY OTBCTCTBCHHOCTDL BO3JIaracTcCs Ha

ITocrasmuka.

15. TpeOoBanusi Kk MoHUTOPUHTY SLA

15.1.1. TpebGoBanus k MOHHUTOPHUHTY SLA COOTBETCTBYIOT 0OIIUM TpeOOBaHUSAM K
peann3anuu MoHUTOpUHra SLA Ha MacCOBOM CErMEHTE PbIHKA;
15.1.2. IIporpammHoe obecrieueHre yCTpoiicTBa JOIKHO COIepKaTh BCTPOEHHBIE CPEACTBA

KoHTpoJist SLA.

16. TpeGoBaHUA K HA/IEXKHOCTH OKOHEYHOT0 000PYA10BaAHUS

16.1.1. OGopynoBaHue NOMKHO paboTaTh OecrepeOdOHO KPYTIIOCYTOYHO, 7 THEH B HEJEIIO

0e3 mepe3arpysKu;
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16.1.2. Cpemumii Cpok Ciry>kOBI YCTPOCTBA JOKHO OBITH HE MEHEE 7 JIeT (TapaHTHPOBAHHOE

BpeMs )KM3HU amapaTHON YacTH YCTPOWCTBA U OJIOKA MUTAHU);

16.1.3. YcrpoiicTBO

JOJIDKHO MoAACPKUBATH OOHOBJICHHE 151 COXpPAaHCHHUC B

SHEproHe3aBUcUMOM mamsTu cuctemuoro [10.

17. TpeOoBaHusi kK (u3aiiny, GpopM-(paKkTopy, Ka4yecTBy MaTepHAJIOB

OKOHEYHOTr0 000PY/A0BAHUSA U KOMILUIEKTAIIMHA

Kopo6ounoe pemenne nmog [TAO «Pocrenekom» BiIrO4aeT B ceosi:

17.1.1. OkoHeuHOE YCTPOUCTBO:

® KOpIIyC YCTPOﬁCTBa JOJDKCH OBITH BBIIOJIHEH M3 BBICOKOKAYECTBEHHOI'O

Marcpuaia, oe3 IMOCTOPOHHUX 3aIlaXOB,

® HACTOJIbHOC UCIIOJIHCHHEC KOPITYyCa,

® BO3MOXHOCTb KpEIUICHUS KOpIlyca Ha CTE€HE (OMIIMOHAIIBHO);

e 00s13aTeNbHOE HATMYKE HA KOPIYCEe NHIUKATOPOB:

o

O

o

o

o

[Turanue ycrpotictea \ Cratyc;

[Topr WAN

[Topter LAN;

Cocrosiaue 6ecipoBogHOTO HHTEpdeiica 2.4

Cocrosiaue 6ecripoBogHoro uatepdeiica /5.0 I'T';

uHAUKaTop (pyHKIMOHMpOBaHUs ycTpoiicTBa (CTaTyc) HOMKEH MMETh HECKOJIBKO

COCTOSHUU;

- ObICTpO

muraet (5 I'u) — npu 3arpy3ke M MOAKIIOYEHUH YCTPOMCTBA K CETH

Pocrenekom;

- meqieHHo Muraet (1 I'n) — npu o6HoBNeHuu 10 mnn HacTpoek yCcTponcTBa;

- TOPUT TIOCTOSIHHO — TIPU HOPMAIbHON paboTe W MOJKIIOYEHHH K CeTH

Poctenexkom u YCTAHOBJICHHOM COCOAWMHCHUU C I/IHTepHeT.

HaJIMYKE HA KOpIyce:
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17.1.2.

17.1.3.

- KYTOIJICHHOM» KHOIKY BO3BpaTa K Ha4aJbHBIM (3aBOJICKMM) YCTaHOBKAM;

- WPS;

- Bximouenue / Beikimrouenne Wi-Fi (onmuoHaasHO).

- Bkimrouenue / BRIKITIOUCHHE TUTaHUS (OMIIHOHAIBHO).

HaJIM4YMe Ha THUIBHOW CTOPOHE KOpIyca HH(POPMAIMOHHON TaOJIMYKH, COAepKAIIeH
CJIETyIOIIHE JTaHHBIE:

— gorotun PocrenekoM u agpec www.rt.ru;

— KOMMeEpUYeCKOoe Ha3BaHHE MOJIENIN YCTPOICTBA;

— azapec web-unrtepdeiica ycTpoiicTBa ¢ JOTHHOM/TIAPOJIEM IO YMOITYAHHIO;

— HasBanusa Wi-Fi-cereit ycrpoiicta 2.4 [Ty u 5.0 I'Ty ¢ WPA2 naposiem 1o
YMOJYaHUIO (YHUKAJIbHBIX JJIS1 KaXA0ro ycTpoictsa). lannas unpopmanus
JIOJKHA OBITH JIETKO YUTaeMa U 3aHHMaTh [IEHTPOBOE MOJIOKEHUE;

— MAC-anpec WAN-unrepdeiica,

— CEpHUIHBIM HOMEP YCTPOUCTBA;

— Bepcus 110 u annapaTHOil peBU3UH.

HIHYp MUTAHUS TOJIKEH ObITh HEe MeHee 1.5 (mosmyTopa) MeTpoB;

Jlns uaTepdeiica nurtanusi TpeOyeTcs HAHECEHUE CXEMbI MOJSPHOCTH U HA BHIIKE
npoBoja nutanud u pozetke Ha CPE, a taxke uHpopmanus o HOMUHaE MUTAHUS.
YakoBka:

YIIaKOBOYHAsA KOPOOKa C BO3MOXHOCTBIO HaHECEHUs JioroTumna (OpeHaa) u mTpux-
Kofga B (Qopme Hakieiku, coiepxamero MHQOpPMAIUI0 O CEpUITHOM HOMepe
ycrpoiicTBa. Tak e nHpopMaiys B BUJE MTPUX-KOJOB JOHKHA OBITH TyOnMpoBaHa
Ha TPYNTIOBON M TPAHCIIOPTHOW YITaKOBKE;

Koneunslii au3ailH ¥ BHEIMIHMA BUA KOpPOOKHM JOJDKEH OBITh pa3paboTaH
[TocTaBUIMKOM COTIACHO TPEOOBAHUIM 3aKa3UHKa.

JIOKyMEHTHI:

PYKOBOJCTBO 110 DKCIUTyaTallu OKOHEYHOI'O0 YCTPOMCTBA;
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17.1.4.

PYKOBOJICTBO 10 OBICTPOW YCTAHOBKE M HACTPOUKE OKOHEYHOTO YCTPOMCTBA;

PYKOBOJICTBO IO 3KCIUTyaTallMM, a TAKKE€ PYKOBOJCTBO IO OBICTPON YCTAaHOBKE U

HACTPOHKE MOKET ObITh Pa3IMYHO I pa3InyHON reorpaduu;

rapaHTUMHBIA TAJIOH.

KabGenn B COOTBETCTBMM C THUIIOM YCTaHOBJIEHHBIX B YCTpPOMCTBE (PU3MUECKUX
uHTep¢eiico. Tum, 1BET, MApKUPOBKA U JJIMHA KaOenel JOHKHBI ObITh COTIacOBaHbI

C 3aKa34YMKOM.

17.1.5. Komruiekramnus:

bpennupoBanHas yrakoBKa B COOTBETCTBUU C TpeOOBaHUIMHU 3aKka3yrKka ¢ 6apKoa0M
Ha O0KOBOI cTopoHe — 1 IT.;

AOoHeHTCKHuI TepMuHaI — 1 mmIT.

NHauBuayansHbIN TAKET 1711 a0OHEHTCKOT0 TepMUHANA — | MIT.;

CereBoii afantep NUTaHUS I8 a0OHEHTCKOTO YCTPOMCTBA C ITTMHOM IITHYpa He
MmeHee 1.5 M. — lmr.;

Kpatkast uHCTpYyKIIMS MOJIB30BaTEIIsl HA PYCCKOM sI3bIKe — | IIIT.

["apanTuiinbiid TanoH - 1 mr.

3 (Tpu) caMOKIJICIOIIMXCS HAKIIEHKU (pa3mep 45MM X 8MM), BKIIIOUAIOIIINE B ce0s
UH(}OpPMAIIHIO C CEPUITHBIM HOMEPOM U IITPUX-KOJIOM

2 (mBe) CaMOKJICIONIMXCS HAKJICWKH Ha TPOBOJA C 3amoJIHEHHON uWHopManuen
3aBojickoro Ha3Bauus Wi-Fi-cetu ycrpoiictBa u WPA2 mapons WiFi (pasmep 80mm x
40mm, oOpaselr 15 IeYaTH IPEIOCTaBUT 3aKa3uuK);

2 (nB€) cCaMOKJICIOLIMXCS HAKJICWKHU Ha TpoBoJ ¢ He3anonHeHHBIMU MOJISIMU Ha3BaHUS
Wi-Fi-cetu ycrpotictea 1 WPA2 mapons WiFi (pasmep 80mMm x 40mm, obpaserr aist
NeYaTH MPEAOCTABUT 3aKa3UUK);

[Ipouast nokymeHTaIus, Tpedyemas JeHCTBYIOIIMM 3aKOHOIATeIbCTBOM Poccuiickoit

Denepanuu.
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17.1.6. Ilo TpeOGomanuio 3aka3uWka HAMMEHOBAHHE MOJIEIH OOOPYIOBAaHUS IMOOCTUTEIS
JIOKHO OBITh HM3MEHEHO B COOTBETCTBUUM C TpPEeOOBAaHUSMU K HEUMHHTY
(0603HaueHn10) aboHeHTCKUX yCTporcTB [TAO «Poctenexkomy.

17.1.7. B teuenue Bcero cpoka neiicteusi JloroBopa IlocTaBuiuk mo oTAeabHOMY 3apocy
[Toxymatens 00s13yeTcst MPeoCTaBIsATh O0€3 B3UMaHUs AOMOJHUTEIBbHOU 1iaThl 10 30
KoMIuiekToB ~ OOopynoBaHMsl Il  OpPraHM3alM  MapKETUHIOBBIX  aKIUii,
JIEMOHCTPAIIMOHHBIX MEPOTIPUSATUH U T.II.

17.1.8. Ilepen mocraBkoii obGopymoBanust B IIAO «Poctenexom», [loctaBmuk momxeH
JOJKHBI TIPEIOCTaBUTh 2 (/1Ba) KOMIUJIEKTa a0OHEHTCKOTO0 OO0OpYyIOBaHUS IS
coriacoBanus CUTHAIBLHOTO 00pasiia.

AJlpec 1oCTaBKu:

P®, 115172, r. Mocksa,
Ymuna ['onuapnas, a. 30, crp.1
OBcsinankoBy Cepreto

17.1.9. TloctaBka ycTpoiicTBa BO3MOKHa TOJBKO IMOCIE MUCBMEHHOro (MO CiIy)KeOHOH
JIEKTPOHHOW  moute) cormacoBanus Golden sample co croponst B2C

Kopnopatusuoro nientpa [TAO «Poctenexom.

18. TpedoBanus B yactu axantauuu Poyrepos noa cnennduxy cerei

nocryna P® ITAO Pocrenexkom

18.1.1. Poytep nomxeH OBbITh alaTUPOBAH IO/ CEPBUCHBIE MOJICNIH, IPUMEHSIEMbIE Ha BCEX
dparmeHTax ceTu mepemaud naHHBIX OOmecTBa (ceTsx moctyma PermoHambHBIX
®unuanos [TAO Pocrenexkom);

18.1.2. Tlo TpeGoBaHUIO 3aKa3UMKa MPOU3BOJAUTEIH BBITIONHSIET JOPAOOTKY yCTPOMCTBA MO
CEepBUCHYIO Mozenb MP®;

18.1.3. Macrep ynpouieHHON HACTPONKHU JTOJIKEH COJIep’KaTh BCe MOJU(PHUKAIIUN HACTPOCK
JUIE BO3MOYKHOCTH €ro HCIHOJIb30BaHMs Ha ceTsx jpocryna Bcex PD Pocrenexom un

MOJIZICPKUBATh BO3MOYKHOCTh BBOJIa ABTOPU3AIIMOHHBIX JAaHHBIX (JIOTHH\[IAPOJIb) IS
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YCIIYTH JIOCTyTIa B ceTh IHTEepHET, a TaK)Ke MPE0CTaBIISATh BOSMOXHOCTh H3MEHEHUS
Ha3Banus Wi-Fi-cetu ycrpoiictea 1 WPA2 naposs;

18.1.4. Macrtep ympoIlleHHONW HACTPOWKH JOJDKEH OBITh peann3oBaH B KadecTBe Web-
npuinoxxenust B Web-unrepdeiice ycrpoiicTsa;

18.1.5. AaroputmM paboThl MacTepa HACTPOMKH JOJDKEH OBITH COTJIaCOBaH |
3aJOKyMEHTHPOBaH;

18.1.6. TpeboBanms K peanmu3anud (YHKIHOHAIAa MacTepa HACTPOCK  SIBISIOTCS

npuioxenneM k [IMU no TectrupoBanuio 060py10BaHUS.

19. TpeOoBanus K Ten1000MeHy AGOHEHTCKOr0 YcTpoiicTBa U 0J10Ka

IIUTAHUA

19.1.1. Temmeparypa Ha BepXHEH TUIOCKOCTH aOOHEHTCKOTO YCTPOWCTBA, BHE 3aBUCUMOCTH
OT TUIA pa3menieHus, He Boie +48C npu TemmnepaTtype B nomemenuu +25C.;

19.1.2. Temmneparypa Ha BepxHeul miuockoctu BbII ne Bbime +48C, mpu temmepaType B
nomMemiennu +25C.;

19.1.3. OrcyrcTBUE B aOOHEHTCKOM YCTPOMCTBE aKTUBHBIX YCTPOWCTB MPUHYIAUTEIHHOTO
OXJIaXAeHUs (BEHTUIIATOPOB);

19.1.4. bnok nutaHus AOTKEH OBITH MOMEXO03AIIUIIEH U TT0KApOOE30IaceH.



